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SECTION 1.6 Security Requirements
Establish, implement, and update, as appropriate, policies, procedures, and systems with respect to the
initiation, processing and storage of Entries that are designed to:
a. Protect the confidentiality and integrity of Protected Information until destruction;
b. Protect against anticipated threats or hazards to the security or integrity of Protected Information until
its destruction; and
c. Protect against unauthorized use of Protected Information that could result in substantial harm to a
natural person.
Policies, procedures and systems must include controls that comply with applicable regulatory guidelines
on access to all systems used by such non-consumer Originators, Participating DFls, or Third-Party Service
Providers [and Third-Party Senders] to initiate, process and store Entries.

Section 8.67 “Protected Information”
The non-public personal information, including financial information, of a natural person used to create, or
contained within, and Entry and any related Addenda Record.

Security Checklist for Corporates:

Originators, Third-Party Service Providers and Third-Party Senders

1. What types of ACH data is collected, stored, transmitted and destroyed?

Action Steps: Take inventory of the types of ACH that is part of your business. How is that ACH data, or Protected Information,
collected, stored, transmitted and destroyed?

2. Has a security information/privacy policy or procedures been established for your business?
O Yes O No

3. Does the policy include ACH activities listed below?
Examples: Credit files — payroll, pensions, corporate-to-corporate O Yes O No
payments, tax payments, vendor payments. Debits files — payments,
cash concentration, purchases, donations
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Handling ACH Protected Information

ELECTRONIC FORMATS — PASSWORD PROTECTED,
PAPER DOCUMENTS ENCRYPTED OR MASKED

Where is Protected + Locked cabinets or drawers » Secure servers, desktops and laptops

Information stored? + USB drives, CDs
+ Secure online websites or cloud-computing

Moving ACH Protected Information

What devices are used Desktops » Mobile Devices
to access Protected Laptops + CD or USB drives
Information? Remote Access

Who has approved + Employees
access to Protected + ODFI
Information? + Third-Parties

Destroying ACH Protected Information

ELECTRONIC FORMATS — PASSWORD PROTECTED,
PAPER DOCUMENTS ENCRYPTED OR MASKED
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Other Considerations:

Use effective passwords + Never use default password

+ Use strong password or password phrase that is unique to each user
= Specific length and character type
= Specify how password should be kept secure

» Do not share password with co-workers

+ Change password frequently

+ Use password-activated screensavers

+ Safeguard passwords

Restrict Access + Limit the number of locations where Protected + Encrypt or mask electronic
Information is stored Protected Information
» Keep paper records in locked cabinet + Do not store Protected Information on portable
+ Limit employee access to Protected Information, devices
including server rooms + Transmit Protected Information over the
+ Take precaution when mailing Protected Information Internet in a secure session
- Establish an Internet Acceptable Usage Policy
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